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Executive Summary
Illicit financial flows (IFFs), defined generally as cross-borders movement of capital associated with
illegal activity (World Bank, 2016), pose a serious challenge for domestic resource mobilization and improving
state capacity required by developing countries to finance the UN SDGs. While the international economic
governance system has changed significantly since the 2008 financial crisis, there is still a gap between the regulatory
advancements

and the realities of illicit flows, both at the national and international level.
This report addresses the pull factors for IFFs to prominent commodity trading hubs, focusing on
Dubai, London, and Singapore. Five categories of pull factors contribute to the IFF presence in commodity
trading hubs. 1) Governance and Enforcement Practices: Inadequacies in international business integrity
regulations and lenient enforcement of rules governing commodity trading makes the hubs attractive destinations
for IFFs; 2) Regulatory Structure and Free Trade Zones: Loopholes in the regulations of anti-money
laundering and counterterrorism financing (AML/CTF) and free trade zones help draw IFFs into these trading
hubs; 3) Tax Incentives: The tax environment of the hubs including aggressive tax incentives or favorable
corporate tax rates provides a significant economic incentive to attract IFFs; 4) Financial Sector: The presence of
a large formal or informal financial services sector can help facilitate IFFs through banking secrecy or lack of
beneficial ownership registrar; 5) Infrastructure and Network Functions: The network function and value
added infrastructure provided by hubs might facilitate inward and outward IFFs between source countries and the
rest of the world.
The report also reviews available policy options to stimulate stakeholders to think about the various
possible solutions to the challenges posed by IFFs. It should be emphasized that all these pull factors and
possible policy interventions exist in an intricately connected global environment, which cannot and
should not be considered on an isolated basis.
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For a summary of the key findings on pull factors and policy recommendations, please
see attached below in this section.
Summary on pull factors
Singapore
•

•

•

Large (over 30) number of FTZs

•

Key authorities: SCA, FIU, Central
Bank of UAE & FTZs

Faces compliance risks
for ML/TF, especially in
luxury good
Also benefits from EU
regulatory initiatives

•

Has significantly improved
AML/CTF regulations in past
decade
Relatively extensive legal framework,
but still limited data & reported
transactions

•

•

Loopholes exist in
largely unregulated
PSMDs sector (luxury
goods)
Commodity trade
largely unregulated until
April 2019

•

Use shell companies

•

Use shell companies

•

•

Problems in the awareness in
AML/TBML compliance regulations

•

Use shell companies

Structur
e

•

•

Regulatory

Key authorities:
Ministry of Law, CAD,
Singapore Customs

Enforcement

•

FT an
Zs d

No FTZs, but many
links with related
jurisdictions (e.g.
Cayman Islands)
Key authorities: HMRC,
Home Office, NECC

•

Problems in the
awareness in
AML/TBML
compliance regulations

•

Very few human rights and business
integrity initiatives and
environmental protections
Very few NGOs and limited
influence CSOs

Many NGOs and
relatively big influence
CSOs

FTZ identified to be
under risks

•

•

•

•

•

Relatively extensive list
of human rights and
business integrity
initiatives and
environmental
protections

Dubai

Governance,

Very few human rights
and business integrity
initiatives and
environmental
protections

London
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•

•

Investment grade
precious metals
exempted from tax

•

N o ta x m eas ures f or

Regional to global
financial hub

•

Highly secretive
financial jurisdiction

•

•

Lack taxation means relatively small
paper trail
but s har es lit t le

•

Increasingly actively engaged in CRS,

•

Regional financial hub

•
•

Highly secretive financial jurisdiction
Presence informal Hawala banking

Cayman Islands)

•

•

Global financial hub

Absence of BO registrar

•

Slow increase, but still limited BO

Banking secrecy
enshrined in law

system

Singapore has adopted a
BO registrar following
FATF’s defined
threshold

practices. Huge differences in BO
practice between FTZs.

Excellent infrastructure

•

Excellent infrastructure
Historical prominence
global trading hub
Excellent connections
with Europe

Excellent infrastructure

•
•

Presence gold refinery

Geographic location
Hub function particularly connected
to MENA region, Africa and South
Asia

Visa policy

f
u
n
c
t
i
o
n
n
e
t
w
o
r
k

•
•
•

and

Historical prominence
as a trading hub in Asia
Excellent connections
in particular with East
and Southeast Asia

•
•

Infrastr
ucture

•
•

Since 31 March 2017,

No personal income tax
FTZ tax exemptions

S
e
c
t
o
r
F
i
n
a
n
c
i
a
l

•

tax planning practices
Many tax connections

•
•
•

jur is dic t ions ( e.g .

with UK network

local gold markets (e.g.
SGPMX)

•

Low corporate tax rate
Little information about

I
n
c
e
n
t
i
v
e
s

•
•

Ta
x

•

Low or no taxes in
commodity sector
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Summary on policy proposals
Policy Proposals
Expand beneficial ownership (BO)

Expand whistleblower programs

programs
Move towards international collaboration

Adopt a risk-based approach concerning

on tax competition

AML/CTF in trade finance

Decreasing the number of intermediaries

Stricter controls on small volume precious
metals trade

Expand and enhance origin verification

Increasing data availability and collection

and due diligence schemes
Initiate (higher) punitive fines to
strengthen enforcement
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Chapter 1 - Introduction
Target 16.4 of the UN Sustainable Development Goals (UN SDGs) calls for a significant reduction in
Illicit Financial Flows (IFFs) and arms trade, and a strengthening in the recovery and return of stolen assets, as well
as the combating of all forms of organized crime (United Nations, 2018). Whereas exact definitions and methods
of measurement are constantly debated, there is a common understanding that IFFs undermine the capacity of
financially sustainable development. The main purpose of this report is to improve the understanding of the pull
factors that draw IFFs into certain hubs, which through their prominence also fulfill a nuclear function in the
global network of IFFs. The primary question driving this report is: what are the pull factors for commodity trade-related
IFFs in prominent trading hubs? The report also aims to provide policy solutions to these challenges.
The report focuses on Dubai, London, and Singapore, but it should be noted that there is a long list of
prominent trade hubs in the world (see figure I). Commodity-based IFFs concerning Switzerland have already been
analyzed by Carbonnier and Mehrotra (2019), offering a better understanding of the sector and a methodology to
investigate others. As shown throughout the report, looking at the micro-level alone is not enough in finding ways to
comprehensively curb IFFs: many challenges are found at the macro-level rather than the micro-level, and curbing IFFs
thus requires multi-level solutions. Following a Swiss Federal Council request of a report on Swiss commodity trading
competitiveness, Oliver Wyham (2017) narrowed down the closest competitors as global commodity trade hubs to
Dubai, London, Singapore, Houston and New York/Connecticut. The scope of this study was narrowed down to Dubai,
London, and Singapore, to fit the mandate of this report.

9

Figure I: Overview of prominent commodity trade hubs (own work, partially based on Oliver Wyman, 2017).

The methodology underlying this report is presented in Chapter 2, while Chapter 3 lays out the theoretical
dimensions of the research; also looking at the background, previous IFF-related studies, and the most common
channels such as transfer mispricing and misinvoicing. The three hubs and their specific roles in the global
commodity trade system are discussed in Chapter 4. In Chapter 5, the report identified key pull factor categories.
Chapter 6 gives a range of policy suggestions, which would contribute to curbing IFFs both on a general and hublevel scale. Chapter 7 is the concluding section, in which the report’s findings are again placed in a broader context.
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Chapter 2 – Methodology
The report is primarily based on qualitative research, and the core research work is based on two methods.
The first research method is literature research that synthesizes the vast body of literature on IFFs with the much
smaller available body of literature on the specific role of trade hubs. This aspect also includes research into the
legal and regulatory frameworks of the three trading hubs. The second method concerns primary research by means
of interviews. This functions both to address gaps in the literature pertaining specifically to the role of Dubai,
London, and Singapore, and to verify existing claims made on their role. Ten persons were interviewed. The
majority were researchers and (area) experts on several of the topics pertaining to the most important commodity
flows for each hub. This includes experts on specific commodities (e.g. gold, oil), each hub specifically, general IFF
experts, and where possible professional perspectives (e.g. lawyers). Attempts to increase the number of industryactive sources (e.g. traders) were mostly futile, which is also true for people active in key related industries (e.g.
accounting, law, and finance). Interviews were conducted with strict anonymity and followed a semi-structured
approach1: given the relative variety in backgrounds and the need for specific questions to verify claims
independently or fill in the gaps, the structure of each interview was adapted to the interviewee at hand.
That also introduces the first of various methodological limitations: the fact that interviews were not
strictly standardized but semi-structured hampers the generalizability of the interviews. This is difficult to overcome
without losing the in-depth questions for the different aspects covered. More importantly, IFFs remain a very
sensitive topic, which creates a barrier for people to talk openly about the manner. The number of interviewees and
their background challenges the representativeness of

1

See Appendix III for a sample of interview structure.
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the report’s analysis. There are only two representatives from the private sector, 2 and the majority of the data
comes from sources with a nongovernmental or activist background. Several interviewees confirmed that one key
reason for this is that many private sector practitioners are hesitant to commit to interviews. Despite being
anonymous, talking about the matter carries the potential for severe reputational damage when names are
connected to the field of IFFs. This outcome means there is a realistic risk of bias. Moreover, it can lead to onesided perspectives on how the sector operates and what possible solutions are to meet the challenge. Future
research should strive to incorporate a broader perspective where all parties are taken into account; government
officials, the private sector, as well as civil society. This includes parties trading with these hubs, rather than only
within them, to provide a better understanding of why traders seek these hubs rather than going elsewhere. On the
other hand, the relative lack of transparency and the unwillingness to be interviewed adds a layer to the analysis of
the case itself.

It is also noteworthy that N=10 itself raises questions about representativeness. As stated above,
multiple interviewees confirmed that the key factor for this limitation is the fact that agreeing to an interview
carries significant professional risk no matter if there is any wrongdoing or not. Even with anonymity assured,
there is relatively little reward to a relatively high-risk decision to agree to an interview. Possible further studies
could seek to find ways around this by increasing the rewards, reaching out on a bigger scale still, or seeking
different ways to assure possible interviewees of anonymity. Regardless of the number of interviews and their
background, all interviewees provided valuable insights into the role of commodity trade hubs. Future
research can build on that with a higher sample size that is sufficiently diverse to ensure comprehensive
representativeness. This would further increase the validity of the findings.

One legal practitioner in the commodity sector based in Asia and one Senior Consultant in commodity trading
in London.

2
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Another limitation is the fact that the quantitative side of the hubs’ function remains relatively underdeveloped.
Attempts to elucidate this, for instance by analyzing detailed (e.g. transaction or firm-level) data, deserve a separate
report and require access to data that remains relatively restricted for the public. 3 Last, but not least, the report
focuses mainly on the top-level commodity trade hubs, with most information stemming from the case studies of
Dubai, London, and Singapore. Many of the pull factors and policy recommendations are also valid for differently
sized hubs (i.e. what the report dubs as secondary or tertiary level hubs). However, it is difficult to generalize the
report’s findings across the entire board of commodity trade hubs, including smaller and more specialized or
regionalized hubs, which might also experience more context-dependent dynamics.

The lack of transparent and clear data itself then also constitutes a policy recommendation, as it obstructs a clear
view on the severity of IFFs as present in commodity trade hubs.

3

13

Chapter 3 - Background to Illicit Financial Flows in the Commodity Sector
SDG 16.4 constitutes a global commitment to reduce IFFs, but the international community has yet to
reach an intergovernmental agreement on its exact definition, making it hard to estimate and measure IFFs
consistently. The lack of a common definition creates challenges as to what to measure, hindering the establishment
of a transparent and systematically recorded IFF database. It falls outside the scope of this report to define IFFs,
but this is also not per se necessary to identify pull factors for IFFs towards certain hubs. However, readers are
encouraged to look at Figure II, which sets out the definitions of the World Bank and OECD, and to keep in mind
that the type of IFFs covered in this report is only one of many in the spectrum of global IFFs.
Pull factors for IFFs in trading hubs need to be addressed more broadly than commodity trading, and readers are
encouraged to familiarize themselves with this debate. Evaluations and policy recommendations are based on the definition of
Musselli and Bonanomi’s (2018) work: “Commodity trade-related IFFs are illicit financial flows associated with commodity trade. The term
conflates distinct dimensions that should be kept analytically distinct: the cross-border commercial practices that contribute to illicit flows, the underlying
activities that generate illicit flows, and corruption-related flows in the commodity economy” (p. 12).

To add on to their definition, the UN Inter-Agency Task Force on Financing for Development (n.d.)
interpretation outlines three main components of IFFs that are related to transnational criminal activity, tax, and
corruption. Figure III offers a simplified overview of how IFFs work, illustrating the channels and resulting assets in
addition to the main components. IFFs are often complex and a general understanding of the concept and the activities
they involve is crucial. It highlights how IFFs typically find their origins in several illicit activities at the source (e.g.
transnational crime), and subsequently can be transformed or otherwise laundered into directly disposable or other types
of assets, such as real estate and bank accounts in off-shore tax jurisdictions. This can be done through a variety of
different ‘channels’, ranging from intra-MNE FDI flows to (flawed) trade transactions.
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IFF Definitions
World Bank
(2016)

Now generally refers to cross-border movement of capital associated with illegal activity or more
explicitly, money that is illegally earned, transferred or used that crosses borders. This falls into
three main areas:
● The acts themselves are illegal (e.g., corruption, tax evasion); or
● The funds are the results of illegal acts (e.g., smuggling and tracking in minerals, wildlife,
drugs, and people); or
● The funds are used for illegal purposes (e.g., financing of organised crime).

(Dohlman &
Neylan, 2015
(OECD))

Illicit financial flows (IFFs) means all cross-border financial transfers which contravene national
or international laws. This is a wide category which encompasses several different types of
financial transfers, made for different reasons. It can include:
● Funds with criminal origin, such as the proceeds of crime (including corruption);
● Funds with a criminal destination, such as bribery, terrorist financing or conflict
financing;
● Funds associated with tax evasion;
● Transfers to, by, or for, entities subject to financial sanctions;
● Transfers which seek to evade anti-money laundering /counter-terrorist financing
measures or other legal requirements (such as transparency or capital controls).

Figure II: Table with definitions World Bank & OECD for IFFs.

Figure III: Overview of common structures of IFFs (Authors’ Work).
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3.1 The Channels and Geographies of Illicit Financial Flows
Having addressed what IFFs are, and before elaborating on why IFFs go through certain hubs, it is
important to address how IFFs function. The commodity trade is very globalized, creating competitive and fluid
markets. Market research by KPMG (2015) stresses the importance of flexible cost structures and company
flexibility. Concretely, this means there is a big incentive to avoid taxes, tariffs, and other levies. Actors can save
billions by entering the gray, legally badly demarcated, zones of (ab)using specific tax or tariff regimes. Traders and
companies are at the core of this, but they are not acting alone. Consulting and auditing firms can play key roles as
‘enablers’. Whereas there might never have been the intention of contributing to illicit activities, most big auditors
offer services to aid in profit-maximizing/tax minimizing for multinational enterprises (MNEs). Much of this, such
as lowering tax liabilities, is completely legal. However, this report focuses mostly on activities with a connection to
illegality, as also recommended by the World Bank (2017).
It is important to stress the global context. From the interviews, a pattern can be deduced of multiple
‘levels’ of hubs along the commodity value chain (CVC), fulfilling different roles. Primary, very large volume CVC
hubs (e.g. Dubai or London) are supplemented by secondary hubs which might be the pre-eminent hub for specific
commodities or regions (e.g. Antwerp for diamonds, or St. Petersburg for Eastern Europe/Central Asia) but play a
less ‘systemic’ role at large. At the tertiary level, there are local hubs, such as national capitals in resource-rich
countries or smaller regional hubs (e.g. Accra/Vientiane as capitals of resource-rich Ghana and Laos, or Beirut as a
smaller regional hub). This also pertains to the ‘cleanliness’ of certain IFFs: the more central the hub is in the CVC,
the ‘cleaner’ flows tend to appear through mixing with more transparent trading methods. These are very broadbrush patterns, but they help in creating a sense of the structure: only rarely is a shipment of oil, cobalt or gold
completely ‘illicit’, but it often has problematic elements.
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Figure IV: Visualization of three hub ‘levels’ (Authors’ work)

3.2 Mispricing & Misinvoicing
Two specific practices play a central role in IFFs in general, and commodity trading specifically: transfer
mispricing and misinvoicing (Forstater, 2016). These need to be discussed individually as they are so central to the
problems of IFFs. Transfer (mis)pricing entails setting a price for a purchase of goods and services between controlled
(or related) legal entities, affiliated companies or subsidiaries. Transfer mispricing occurs when there is manipulation of
fraudulent transfer pricing; often to manipulate markets or to deceive/bypass tax authorities (see e.g. Hearson, 2014). An
example of this is the use of shell companies based in tax havens to avoid the company paying taxes in the production
country: a company might set up several subsidiaries to manage this and make use of artificial pricing to shift assets
between them. As transactions take place within MNEs, it is difficult to oversee and identify its occurrence and thus
facilitating an environment for IFFs.
Misinvoicing, on the other hand, concerns the misreporting of quantities and qualities (e.g. purity) to tax and
customs authorities for various reasons. Highly dependent on the legal framework and the reason for misreporting,
individuals and companies can have incentives to underreport (e.g. to decrease tariff levies/customs duties), or to
overreport (to maximize possible tax breaks). Over 55% of the total misinvoicing concerns a handful of commodities,
namely oil, precious metals and minerals,
17

ores, copper, and iron and steel (Forstater, 2018). The same study found that the second-largest source of
alleged misinvoicing is the trade of gold, silver, and platinum. This adds to the importance of addressing
trading hubs and their rather prominent role in enabling IFFs.
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Chapter 4 - The Commodity Trade Hubs
Each of the three focus cities in this report fulfill prominent functions in the global pattern, with
London having a traditionally more established position compared to Dubai and Singapore. In general, the
three hubs occupy different positions. This section gives some general descriptions of the hubs’ backgrounds
and also describes the roles each of the three have in the global CVC, with a particular focus in the trading
sector. Moreover, it will also specify the features which make the hubs so attractive for businesses. Section 5
on pull factors will go further in-depth as to how this relates to the presence of IFFs of commodity trading.

4.1 Dubai
Dubai, the largest city of the United Arab Emirates (UAE), is a newcomer in the top ranks of global
commodity trade hubs. Its excellent infrastructure and geographical location with easy connections to consumers
and producers in Africa, Asia, Europe, and the Middle East make it an attractive hub. This also increases its
exposure to IFFs stemming from these regions. Dubai International Airport, the world’s third-biggest airport by
the number of passengers served (Airports Council International, 2019), plays a significant role in this. Gold and
diamonds are the two most traded commodities, with gold being the most traded, in value surpassing the next eight
competing commodities combined (UAE Federal Customs Authority, 2017). The establishment of Dubai as a key
hub in the global commodity trade has been an explicit federal government goal, as part of an economic transition
away from the UAE’s historical dependence on oil.
Dubai has 30 free trade zones (FTZs), the largest being the Dubai Multi Commodities Centre (DMCC), which
was established in 2002. The DMCC plays a major part in Dubai’s economy, constituting 10% of its total GDP (fDi
Intelligence, 2019). It recorded over 22 million trade contracts signed in 2018, with a combined value of approximately
476 billion USD (DMCC, 2018). It is also host to the Dubai Gold and Commodities Exchange (DGCX, founded in
2005), and the Dubai Diamond
19

Exchange (DDE, founded in 2004), which fulfill key market and transfer functions. The DMCC (2018)
claims Dubai now accounts for 25% of the global gold trade, with some (e.g. Ellyard, 2015) claiming it
accounts for up to 40%. A subsidiary of the Financial Times, fDi Intelligence (2019), has ranked the
DMCC with its 16,000 registered companies and 60,000 employees as the world’s leading FTZ for the
fifth consecutive year in 2019.
In 2014 an Ernst & Young (EY) whistleblower revealed extensive customs fraud and conflict mineral
laundering, leading to a large scandal (Bowers, 2014). This happened through accepting non-traced gold and cash
payments for large gold transactions with unknown traders. Moreover, traders reportedly often evade customs
altogether or misreport imports, but the government remains mostly inert. A recent Reuters report found large
differences (going well over $10 billion) between UAE reported imports and African countries’ reported gold
exports, with large streams from Libya and Mali, but also Sudan and Ghana (Lewis, McNeill, & Shabalala, 2019).
The most notable pull factors that helped Dubai become an appealing location for commodity trade, aside from
geography and infrastructure, appear to be its tax structure, its banking system, and relatively lax enforcement.

4.2 London
London has been one of the most prominent international trade and business hubs for centuries through
its history as the capital of the British Empire. This historical prominence stretches to the present-day, with
London being one of the world’s biggest trading hubs for bonds, futures, foreign exchange, and insurance
(UNCTAD, 2019). More than three-quarters of all transactions in futures for non-ferrous metals happen at the
London Metal Exchange (LME), which is, together with London Platinum and Palladium Market (LPPM), a key
holder in the world's commodity trade. The names offer an insight into the main commodities circulating in the
market: gold, crude petroleum, platinum, silver, coffee, and aluminum. In contrast to the other trading hubs in this
study (and similar to Switzerland), the majority of London traded commodities do not at any point enter UK soil.
20

London’s geographical location is not a major factor in its current status as a commodity trading hub
from a physical transport perspective. Still, its geographical location does play a central role:
overlapping business hours with the Middle East, the Americas, and Asia make it ideal as a trade
hub. However, other practical factors, such as favorable legislation and regulatory environment (see
Chapter 6) are arguably more important
The UK has a business-friendly environment, with low barriers to market entry regardless of businesses
falling under domestic or foreign ownership. Because of high-quality (higher) education and London’s economic
opportunities, it enjoys the benefits of a clustered skilled workforce. This further adds to London’s appeal as a
trade hub. It needs to be noted that, even though the ongoing Brexit discussions add uncertainty to London’s
future role in the global economy, this does not directly negate the pull factors for IFFs to London established in
this report.

4.3 Singapore
The city-state of Singapore has a long history as one of the foremost trade hubs in Southeast Asia, partially
owing to its favorable geography adjoining the busy Singapore Strait. The commodity exchanges of ICE Futures
Singapore and the Singapore Exchange helped Singapore achieve around 20 billion USD in local business spending
and saw more than 15,000 more professionals hired in 2018 alone (Khoo, 2018). The most traded commodities are
crude oil (15%), metals (20%), and grains (20%) (Swiss Federal Council, 2013). Similar to Dubai, Singapore has
proximity to both physical assets and access to trading peer groups, which has given it an advantage in commodity
trading (Oliver Wyman, 2017). It also has strong midstream infrastructure, such as ports and capacity for bulk rehandling. The Singaporean government maintains a clear pro-business environment. Singapore benefited from the
recent trend of increased volumes of commodity trading due to the growing customer base and business in Asia
(Oliver Wyman, 2017).
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Although Singapore scores high on rankings that measure its ability to address financial crimes and protect
human rights, it is not immune to the effects of IFFs (Swiss Federal Council, 2013). As a financial center with
offshore jurisdiction, Singapore is a critical international link that facilitates IFFs through its formal system, its
shadow economy, and other corporate vehicles such as import and export companies (Lain et al., 2017). A recent
example of this would be the misinvoicing of copper exports from Zambia for $272.1 million (Ndikumana, 2016).
The commodity trade sector in Singapore has been identified as a particularly weak area that requires more focus on
upholding integrity and curbing illicit activities (Oliver Wyman, 2017). For instance, in a study on trade misinvoicing
in Tanzania, Singapore and Switzerland are allegedly responsible for 67% of import misinvoicing for 2002-2011
(Baker et al., 2014). It has been estimated that Singapore has an average of illicit funds, both inflow and outflow, of
around USD 17 billion annually (Prakarsa, 2016). Notable pull factors drawing IFFs to Singapore include its FTZs,
tax environment, banking secrecy, ease of registering companies, and the absence of anti-money
laundering/counter-terrorism financing (AML/CTF) measures for precious stones and metal dealers (PSMDs)
(FATF, 2016; UNECA, 2015).
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Chapter 5 – Pull Factors
The main purpose of this report is to discuss what pull factors and categories of pull factors are the
main determinants of IFFs passing through certain hubs. This chapter addresses this question head-on: what
pull factors are there, and how do they draw IFFs to the commodity trading hubs? Pull factors are subdivided
into five main categories: governance challenges and enforcement practices, regulatory structure and FTZs,
tax practices, the financial sector, and infrastructure as well as network functions. The report bases these
subdivisions on general trends deduced from literature and interviews. It should be stressed that trade hubs
are competitors but are also complementary in enabling capital flows and the surrounding factors. Whereas
hub-level discussions of different policy regimes help understand these IFF flows, there is an equal need to
step back and analyze the macro level, taking into account CVCs and the supply-chains. The global
infrastructure which enables these flows and their recycling (e.g. round-tripping profits) provides space that
entities can use across multiple hubs to their benefit.

Figure VII. Definition of Round-tripping / round-trip transactions

5.1 Governance and Enforcement Practices
A first key pull factor for hubs is their governance environment and the extent to which there is (strict)
enforcement of laws considering trade-based money laundering (TBML) that would have an impact on IFFs. This
directly connects to what extent hubs interact with the global stage and the institutions that play a role in
developing global financial transparency measures. There are very big differences between the three hubs here: the
list of human rights regulations, business integrity
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initiatives and environmental protections in Dubai and Singapore are alarmingly short compared to those in
London and Switzerland (Oliver Wyman, 2017, pp. 36–37). Whereas London and Switzerland have instituted
8 and 15 (respectively) new initiatives on human rights and business integrity since 2011 alone, Dubai and
Singapore have none. Another major part of the governance environment is the presence of nongovernmental organizations (NGOs) and the pressure from civil society organizations (CSOs) on local actors
to conform to certain practices and norms. The three hubs have seen widely diverging trends in terms of
multi-stakeholder initiatives and the engagement of the public with the many issues surrounding commoditybased IFFs and IFFs in general. Various CSOs, NGOs, and media outlets have increased the pressure on
London-based companies to conform to high business integrity standards. This numbs its attractiveness as an
IFF hub, compared to Singapore where this is still developing, or Dubai where CSOs and NGOs play a
relatively minor role in the entire governance picture.

Figure VIII. Table showing business integrity regulations across various hubs (Oliver Wyman, 2017, pp. 36–37) The enforcement
practices of existing rules influence the efficiency in curbing IFFs.
Supervision of the commodity trade sector is carried out through various regulatory bodies. As outlined below, Dubai
and Singapore in particular, suffers from an apparent lenient enforcement of commodity
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trade rules. In Dubai, the independent Security and Commodities Authority (SCA) is joined by the Financial
Intelligence Unit (FIU) of the Central Bank of the UAE, which has an Anti-Money Laundering and Suspicious
Cases Unit (AMLSCU). In the UK, Her Majesty’s Revenue and Customs (HMRC) holds significant responsibility,
along with the National Economic Crime Centre (NECC). In Singapore, this responsibility is mostly with the
Commercial Affairs Department (CAD) of the Singapore Police, in cooperation with Singapore Customs and the
Ministry of Law. There is widespread agreement in both literature and among interviewees that integrity and/or
lenient enforcement are a big problem in Dubai (Lewis et al., 2019; Oliver Wyman, 2017; Rooijendijk, 2018; Tax
Justice Network, 2018b), as also showcased in the Ernst & Young whistleblower case (Bowers, 2014). DMCC and
UAE government officials were unavailable for, or unresponsive to, requests for more information, and multiple
interviewees confirmed this being the norm.

The UAE Securities and Commodities Exchange Law mandates that all commodity transactions are
reported daily (UAE Federal Government, 2000, article 22). Although this means the government should have
a detailed view of possible problematic transactions in its jurisdiction, there are no known public cases in
which this was addressed. Multiple interviewees indicated that it is exactly this ambiguity that makes Dubai an
attractive destination for IFFs.

Although Singapore has been credited with being strong on financial crime, strong in audit and
reporting standards, with a low level of perceived corruption (Oliver Wyman, 2017), the enforcement of
TBML by the Singaporean government still has certain inadequacies. For instance, as a key transshipment
jurisdiction, Singaporean has a higher TBML risk as transshipped consignments were found to be
uninspected (Sullivan & Smith, 2012). As a transshipment hub, Singapore’s FTZs have been exploited
and used for illicit trade in goods and commodities (i.e. illicit tobacco or counterfeit goods) (OECD,
2018).
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An important aspect of the UK’s governance regime is its continued adherence to EU standards with
regulatory pressure from ‘above’.4 Compared to Dubai and Singapore, the UK is also subject to much more
pressure from ‘below’ in the form of NGOs and CSOs. Perhaps more importantly, it maintains many links to other
British territories: eight of the ten jurisdictions with the highest corporate tax haven scores for enabling corporate
tax avoidance are UK-linked: the British Virgin Islands, Bermuda, the Cayman Islands, the Isle of Man, Turks and
Caicos, Anguilla, Jersey, and Guernsey (Mansour, 2019). This is interconnected with the role of tax incentives as
pull factor. The UK government, at first sight, offers a strong-armed policy move towards a more transparent
financial system by introducing a beneficial ownership (BO) register and actively engaging with the OECD base
erosion and profit-sharing (BEPS) projects, but many of its dependencies are governed otherwise, creating a
somewhat misleading perception of governmental efforts in curbing IFFs in general, with the IFFs arising from
commodity trading included

5.2 Regulatory Structure and Free Trade Zones
A second key pull factor is the role of national regulations, their implementation and whether they comply
with international best practices. In particular, regulations of AML/CTF in the commodity sector are key as illicit
flows often go out of developing countries via the commercial financial system. AML/CTF regimes are effective
tools that can prevent illicit funds from being held, received and transferred by major financial institutions (OECD,
2014). Yet, the adequacy of the regulatory framework varies a lot across the hubs. One particular challenge is that
of FTZs, which can be difficult to monitor (Neale, 2019). This way, the presence of large numbers of FTZs (which
is especially the case for Dubai and Singapore) becomes a magnet for IFFs as FTZs provide opportunities for
unregulated and virtually unmonitored trading platforms. Already a decade ago, the

4

At least until the end of the Brexit transition period on 31 December 2020.
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FATF (2010) warned for the regulatory challenges posed by FTZs and their vulnerability for TBML.
FTZs can avoid the direct supervision of (inter)national and local AML/CTF mechanisms. These
large regulatory gaps severely curb the influence of possible regulatory crackdowns in, for instance,
Dubai on IFFs (US Department of State, 2019).
Singapore has 9 FTZs as part of the Singaporean government’s effort to facilitate entrepot trade
(Singapore Customs, 2017). Dubai has 30, and, while London itself has no FTZs, its close links with various
British-linked jurisdictions (e.g. the Cayman Islands) gives it access to multiple de facto FTZs. Problems with
monitoring and oversight in FTZ-based warehouses and firms have been documented relatively extensively in
Singapore (See Kit, 2018; The Economist Intelligence Unit, 2018; Todayonline, 2016), even though the
Singapore government claims to conduct regular, targeted random checks (See Kit, 2018; Singapore Customs,
2015).
Even outside of FTZs, regulations can be very lacking, as, for instance, the commodity trading sector in
Singapore was largely unregulated up until April 2019. Different sectors had their own licensing and registration
authorities responsible for AML/CTF regulations. There were no designated authorities over dealers of precious
stones and metals except for pawnbrokers, and the Singapore Precious Metals Exchange (SGPMX) was unregulated
also (FATF, 2016). The only set of rules applicable to PSMDs was a cash reporting regime. Moreover, there was
very little regulation on continuity of ownership, customer due diligence (CDD) or background checks. Stimulated
by scandals such as the laundering of over 8 million USD (S$ 11.3m) through gems by a Singapore lawyer (Leow,
2019), the Singapore government proposed new regulations. The “Precious Stones and Precious Metals Dealers
(Prevention of Money Laundering and Terrorism Financing) Act” entered into force on 10 April 2019, requiring
traders to register with the ministry and file Suspicious Transaction Reports, Cash Transaction Reports and perform
CDD for cash transactions over $20,000 (FATF, 2016; Singapore Ministry of Law, 2019). As this act only entered
into force in April 2019, it is unclear what the law’s effect has been so far.
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In contrast to Singapore, Dubai has a relatively extensive regulatory regime. The FATF during the last
evaluation judged AML measures in UAE to be largely basic but satisfactory, making specific notes about the relative lack
of reported suspicious transactions, limited CDD obligations, divergences in AML/CTF implementation between FTZs,
only voluntary registrations for the informal Hawala sector and noted the absence of meaningful statistics (FATF, 2008).
Serious legal changes have since been implemented, explicitly linked to the FATF evaluation scheduled to take place in
the last months of 2019 (Dubai Financial Services Authority, 2018). These have been received positively by various
private observers (Gibbon, McCart, Wood, & Porter, 2019; Pagoni, 2018; Whitehead, 2019), although the presence of
FTZs and numerous shell companies remains a contention point (Wolstenholme, 2019). The SCA offers substantial
guidelines on AML, including reference to regulatory requirements surrounding UBO, CDD and obligatory reporting of
suspicious transactions to the FIU (UAE Securities and Commodities Authority, 2019). The FIU has information-sharing
agreements with some of the biggest FTZs, as well as with the SCA and the Federal Customs Authority. There are a
variety of relevant regulations and laws in place, the most relevant of which are listed in appendix III.

Even in the less FTZ-fragmented jurisdiction of London, the HRMC is facing challenges within the
commodity trade of luxury goods. A 2015 national ML risk assessment saw weak AML/CTF compliance in highvalue commodity trade, leaving it vulnerable to ML and TF (HM Treasury, 2015). Apart from regulatory
inadequacies, it has been suggested that there is also a lack of awareness of AML and TBML compliance.
Transparency International UK (2015) stressed that the available evidence indicated a “general lack of awareness of
AML obligations” in the luxury goods sectors, together with “lack of information from the supervisor”. The FATF
(2016) has similar findings concerning Singapore, pointing out that there is only a basic awareness of risks and riskmitigating measures in the DNFBP sector, and that awareness of AML/CTF in Singapore needs to be raised.
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5.3 Tax Incentives
It is very difficult to overstate the importance of taxes in IFF patterns. On a global basis (not limited
to commodity trade) the UNODC & UNCTAD estimate an annual loss of tax revenue ranging between $100
billion and $660 billion due to aggressive tax planning and profit shifting (Cobham & Janský, 2017). The tax
structures of the three hubs unsurprisingly bear big resemblances. While strategic tax planning across different
tax jurisdictions enables IFFs, the practice itself is in most instances not defined as illegal. This, in addition to
each jurisdiction’s sovereign ability to set its own tax regime, creates a hurdle to curb IFFs.
Dubai exemplifies this, levying no personal income tax and entitling FTZ entities to renewable tax exemptions (‘tax
holidays’) ranging from 15 to 50 years from business founding dates (FTZs usually offer 50). The same tendencies
exist in Singapore, particularly in the sector of commodities like precious stones and metals (Oliver Wyman, 2017).
In October 2012, the Singaporean government exempted investment grade precious metals from goods & services
taxes (previously 7%) in the hope of raising Singapore’s share in the global precious metals market from 2% to 1015% within a decade (Soh, 2017). The tax exemption resulted in an increase in physical gold trade by 94% year-onyear to $28 billion (Bloomberg News, 2014). Moreover, special no-tax measures are given to gold trading and local
exchange markets of precious metals such as the SGPMX (FATF, 2016).

There is no doubt that favorable tax rates are a pull factor for businesses, but it is not necessarily
the decisive factor. Tax exemptions also mean minimal to no documentation, benefiting those who would
like to keep insight into their business structure to the minimal. This means that even though the UAE is
part of the Common Reporting Standard (CRS) and has begun enhancing information (Burggraf, 2016),
there is still little information to be shared. Even then, information on how individuals and private
entities plan their taxes is not enough, as the UK/London show: even with more information there are
still loopholes.
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Aggressive tax planning is directly connected to governance and the regulatory framework.
Commodity trading in, for instance, London, tends to facilitate these IFFs. Many MNEs operate through shell
companies and maximize profit through global schemes which ensure annual reports end in jurisdictions with
little to no taxation. This plays a key role in enabling and inciting transfer pricing practices. UK based
companies through various schemes can do their business in London but file their taxes in other jurisdictions,
such as Jersey. 5 This adds another aspect to the salience of tax incentives: the lack of international regulations
on this factor. This also connects it to the pull factor below, the financial sector. For an insightful overview of
the grey zones which tax planning and tax incentives occupy, please see annex IV.

5.4 Financial Sector
Whereas the other identified pull factors are all relatively straightforward and often-identified enablers of
IFFs, the availability of a sophisticated financial sector and the regulations under which they fall are less commonly
emphasized. Consequently, most efforts to curb IFFs tend to focus on tax regulations and related topics yet
dedicate less attention to the surrounding financial environment. In the case of Dubai, its unique financial
environment plays a critical role in the development of its position in the global IFF structure. Dubai harbors a
peculiar banking system which has a very large role for the so-called hawala system. This system was mentioned as a
key pull factor amongst others by several experts’ interviews throughout the project. A Tax Justice Network
(2018b) report appears to confirm this, and many others (e.g. Boels et al., 2014) have written on the TBML
potential of the hawala system. The former explicitly makes the connection with TBML, in particular, connected to
drug production in South and Southeast Asia, and conflict gold. It is a centuries-old system of informing banking,
based on trust, often also used to work around capital controls. Local contacts

5

As outlined in the sections on governance and regulations.
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function as intermediaries, and through these intermediaries’ senders can reach receivers without formal
procedures. This allows financial transactions which are virtually completely off the record, defying regulation
and avoiding transparency (Shedrofsky, 2018). The hawala system has been the subject of terrorism financing
concerns from the US Department of State, the EU Counterterrorism Coordinator, and the FATF, and the
US Drug Enforcement Administration has arrested individuals functioning within the framework of this
system for assisting in laundering billions of dollars (Shedrofsky, 2018). Illicit commodity flows play a central
role in this laundering process, functioning as one of the exchange mediums (‘counter-valuations’) within the
hawala system (US Department of State, 2019). TBML through gold and diamond exchanges is explicitly
mentioned as a vulnerability in the UAE by the US Department of State’s Bureau of International Narcotics
and Law Enforcement Affairs in 2019.
There have recently been several changes in the context of beneficial ownership (BO) in Dubai. In
late 2018, the Dubai International Financial Centre (DIFC), the leading financial sector FTZ (and thus a
separate jurisdiction) in Dubai, saw new and stricter UBO regulations come into force, the functioning of
which was further clarified in early 2019 after some unclarities had arisen (Majid et al., 2019). However, these
regulations differ a lot between different FTZ jurisdictions themselves as well. What is perhaps more central
to the issue is that the lack of taxation means there are relatively few to no records of the transactions taking
place, with consequently less attention to possible problems of transfer pricing and/or misinvoicing.
Similar to efforts of Dubai in stepping up in beneficiary ownership, since 31 March 2017, Singapore has
adopted a BO registrar following FATF’s defined threshold (FATF, 2019b). A lack of transparency is a major factor in
Singapore as well, in particular, its banking secrecy. Banking secrecy in Singapore is governed by Section 47 of the
Banking Act, which prohibits banks incorporated in Singapore or foreign banks with branches in Singapore to disclose
customer information to any other persons except those expressly provided by the Act’s Third Schedule, such as courts
or police officers
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(Saulnier & Jumabhoy, 2016). These laws have come under criticism because of strong US pressure, and
Singapore’s commitment to the Automatic Exchange of Information initiated by the OECD (Saulnier & Jumabhoy,
2016; OECD, 2018 S). However, infringing banking secrecy remains punishable by up to three years in jail (Tax
Justice Network, 2018a). By some estimates, stringent bank secrecy laws have drawn $1.1 trillion in foreign funds to
Singapore (Gough, 2017).

Out of all three hubs, London’s financial sector is by far the largest and allows for speculation and
broad engagement on the commodity market. It creates an opening for round-tripping capital within the
commodity trade business, making it very difficult to follow individual and MNE profits. It is reinforced by
the lack of a BO register. Slightly outside the direct scope of the commodity trade, it should still be mentioned
that the secrecy of beneficiaries in the UK real estate structure is a factor here too. It is recognized as a ‘safe
deposit box’ for transnational wealth, which gives fortunes made from IFFs a safe storage method.

5.5 Infrastructure and network functions
The last key enablers in both regular and illicit commodities trade are infrastructure and the accompanying
network functions. This pertains to several different issues, ranging from the physical capacity for commodity refining
(e.g. oil or gold refineries) to both physical and legal (visa) accessibility and more simply to the ease of finding buyers and
sellers. All these are somewhat endogenous: trade hubs almost per definition are well connected. Good infrastructure and
networks for commodity trading may indeed facilitate the premises for IFFs, but this is not necessarily the case. It is a
pull factor on the merits of how the current infrastructure and network functions of the hubs play into IFFs patterns.
This particularly pertains to the commodity sector, where the infrastructure could sometimes plays a key role, e.g. gold
refining industry, which used to be a virtual Swiss monopoly; Switzerland still processes up to 70% of the world’s mined
unrefined gold (Franciolli, 2019). In recent years it has become much more competitive, as, for instance, Dubai has built
up its refining capacity in the last
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two decades. With this in place, gold can be processed directly in Dubai rather than being exported to
Switzerland for processing prior trading, which makes Dubai a lot more significant and interesting for both
regular and illicit gold. Multiple interviewees in this context mentioned hand-carried gold as one of the most
prevalent methods of bringing untraced gold into Dubai. The many direct flights from across the African
continent to Dubai certainly help in this, as well as a relatively lenient visa policy compared to that of the UK
and/or Switzerland.
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Chapter 6 - Policy Recommendations
Having established the pull factors driving commodity trade-related IFFs into prominent commodity trading
hubs in the above sections, this section will address possible policy solutions to respond to these challenges. The
policy suggestions tend to cut across the various pull factors, and especially link with pull factor 1 (governance &
enforcement) and pull factor 2 (regulatory structure & FTZs). The suggestions are of different sizes and while some
may offer a more general approach, others offer more of a bottom-up or top-down approach. Some are wellpublished and commonly offered solutions in the field of IFFs which also pertain to the commodity sector, others
are more specific to the commodity trading sector alone. Regardless, the aim is to illustrate how a complex matter
such as IFFs can be tackled with a variety of interests in mind. All policymakers, irrespective of their geographic
position and role in the wider commodity trading sector, should be able to derive some benefits from taking these
recommendations into account.

6.1 Expand beneficial ownership (BO) programs
The anonymity or lack of transparency behind who ultimately benefits from transactions is an important
obstacle for law enforcement authorities (IDB & OECD, 2019). Although its benefits extend to other industries, the
corruption problems surrounding intermediaries in various commodity industries would be directly addressed by this.
The oil industry is a very good example in this, including the challenges surrounding sanction regimes (e.g. Iran) or
terrorism-financing (e.g. Islamic State oil sales). As identified under the pull factor section, anonymity also enables
aggressive tax planning. A BO-register will add to a regulatory framework that can challenge the way many commodity
traders operate today. The FATF together with the Egmont Group (2018) documented 106 cases where the suppression
of BO information facilitated the flow of illegal money. This report backs the FATF (2019a) suggestion of promoting a
multi-pronged approach to identify the BO of legal entities. This method relies on requiring companies to maintain
information on BO and shareholders. When
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countries ensure the availability and timely information sharing capacities of BO information, authorities
can gain significant ability to monitor IFFs. According to the FATF (2014a) standard, BO can ultimately
only be a natural person. Following this interpretation, a legal entity (e.g. a company) is no BO and must
be examined to determine the ultimate BO.
BO can be an important tool in increasing transparency and curbing commodity trade-related IFFs
operating under the guise of anonymity. A good policy example of this would be the EU’s 5th AML Directive,
which requires all BO registers to be made public, access to which is no longer dependent on having
“legitimate reasons”. This directive also applies to London as a hub (while the final outcome of the Brexit
procedure remains unclear) and means Westminster has also mandated the collection of BO information that
has to be open to the public (Kumar, 2019).

6.2 Expand whistleblower programs
The role of whistleblowers in exposing IFFs cannot be underestimated, and their protection is a major measure
in addressing governance and regulatory gaps which function as pull factors. As part of a Human Rights Councilled (2016) study on IFFs, a specific recommendation was also made on a multilateral protection of whistleblowers,
which this report strongly endorses. There have been several high profile whistleblower cases related to IFFs, both
in general as well as for some of the hubs specifically, such as the EY case concerning the Dubai Multi
Commodities Centre and the gold trade (Bowers, 2014). The case of Swiss whistleblower Rudolf Elmer on a Swiss
private bank’s connections with the Cayman Islands is another example of this (Srivas, 2017). Whistleblower
programs, whether backed by the international community or through governments, are crucial to the mounting of
a genuine effort to curb IFFs, and specifically can address the facilitating function that hubs play in this scheme.
Encouraging individuals to step up and address business integrity violations and illicit practices in the private sector
could have a huge impact.
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6.3 Move towards international collaboration on tax competition
Tax incentives probably present the most difficult pull factor to tackle. They represent a myriad of
economic and often also political interests which go far beyond commodity-based IFFs. Whereas it is
clear that low, or no, taxes on either personal income or specific commodity sectors attract both licit and
illicit business, it is difficult to recommend a (viable) policy to address this beyond very ambitious
multilateral cooperation initiatives. Even in highly cooperative environments such as the EU, tax
competition remains difficult to tackle, and it appears rather utopian to suggest a similar policy at a global
scale.
Nevertheless, there is a clear collective action problem in tax practices. Commodity hubs face the possibility
that they can be locked into a race to the bottom if they do not follow the extremely low taxes offered by hubs like
Dubai and Singapore. At the same time, existing hubs with low or non-existing (corporate) taxes can end up in a
situation where the state essentially ‘subsidizes’ industries by providing public goods without levying taxes.
Although individual hubs can change their taxing policies, it can be costly do to when alternative low-tax hubs are
available, as appears to be the case for Dubai and its VAT-hike on gold. Rather than directly aiming for a
comprehensive international agreement however, prominent hubs and national authorities could more concretely
explore possibilities for cooperation in commodity-related taxing on a sector-by-sector basis.

6.4 Adopt a risk-based approach concerning AML/CTF in trade finance
A risk-based approach means that countries, authorities and financial institutions identify, and assess their ML/TF
risks they are exposed to and take AML/CTF measures commensurate with those risks. This is particularly relevant in
the discussion of IFFs arising from commodity trade, which as identified in this report, has been inadequately regulated.
This directly addresses the pull factors relating to governance/enforcement, the regulatory structure, and also involves
the financial sector directly. A risk-based approach is identified by the FATF (2014b) as an “essential foundation” of the
AML/CTF
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framework and an overarching requirement in all relevant FATF recommendations. The Monetary Authority of
Singapore (2015) for instance requests banks to adopt their guidance on AML/CTF in a risk-based approach. This
means that banks should conduct a risk assessment (e.g. customer base, geographical locations, products offered) at
the company level to identify risk areas in their financial activities and see if existing controls are enough. This is
particularly important in combating TBML, where the commodity trading sector has been identified as a weak spot.
Such an approach aims to strike a balance between requesting institutions to better understand their vulnerabilities
to ML/TF activities on the one hand, and not overburdening the financial sector and regulators on the other. It
offers banks the flexibility to focus on higher risk activities, so they can adapt to newly emerging ML/TF methods
(FATF, 2007). It is important to build a culture of compliance in this regard, starting from top management, where
risk should be approached seriously (Dohlman & Neylan, 2015). Additionally, this can also lower confusion
amongst financial firms and provide a coordinated approach of supervision with clear assigned responsibilities.

6.5 Decreasing the number of intermediaries
One of the most IFF-vulnerable stages in the global CVC is the intermediary stage, between production
and consumption/utilization, where commodities often go through a variety of middle persons. Exploiting gaps in
the regulatory structure as pull factor, as well as lacking enforcement, the sequence of intermediaries creates
manifold opportunities for misinvoicing, transfer mispricing and other channels for IFFs. Infrastructure (or rather
the lack thereof) can also play a key pull factor role in ‘inviting’ these intermediaries: a lack of local food processing
plants or oil refineries will per definition mean other actors get involved. Decentralized (or centralized but nontransparent) or network-based markets can obscure what happens with commodities from production to
consumption. This cuts across various commodities, with oil being a particularly vulnerable commodity in terms of
absolute value, but equal risks exist for agricultural commodities. Decreasing
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the number of intermediaries would both increase the ability of end consumers to control for price
markups, as well as for authorities to better monitor the ‘illicitness’ of the flows.
One suggestion offered by two interviewees is encouraging cooperation with adaptations of the model used by
the Ethiopian Commodities Exchange (ECX). The ECX was established in 2008 and was part of an attempt by the
Ethiopian government to increase direct market access for small scale farmers, rather than the traditional route
through various intermediary traders. This is common for agricultural commodities across the developing world,
famously well-documented in the case of Indian onions (The Economist, 2013). The ECX (2019) notes that smallscale production accounts for 95% of Ethiopian output, emphasizing the problem of lacking market information
and access. Though its success in addressing this is disputed (The Economist, 2017), it offers valuable insights into
initiatives that can cut out intermediaries vulnerable to illicit activities. More research on (adaptations of) such
models could yield significant advancements in encouraging more direct trade links. Cutting out more
intermediaries would also limit TBML-vulnerable shell companies’ involvement, so often used in the oil trade
sequence, from the CVC process. These could all potentially be major steps towards a more easily regulated global
commodities trade environment.

6.6 Stricter controls on small volume precious metals trade
Although the size of small volume precious metals trade remains very difficult to measure, it is very clear that there
exist significant flows of precious metals being brought into trading hubs without initial reporting at customs. This is a
very direct example of a situation where lacking enforcement functions as a pull factor for IFFs. Small volume precious
metals smuggling is also a particularly salient issue in Dubai concerning hand-carried illicitly mined gold (a pull factor that
pertains to hubs’ network functions), but the issue is certainly not limited to either. If hub regulators want to gain control
over
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the largely unseen flows of often hand-carried valuable small commodities (e.g. diamonds & gold), it is a
necessity that measures be introduced which stem, or at least attempt to control, the largely unregistered flow
of small quantities of precious metals carried by individuals. These are sold to traders, refineries or other
intermediaries, and can that way slowly be introduced into regularly registered flows. Various measures could
achieve such results. Many lessons can be drawn from the Kimberley Process for conflict diamonds in this
regard about more rigorous tracking of production origin. Another, more concrete solution would be to
introduce much stricter customs regulations on registering hand-carried precious metals. Import duty hikes in
this regard seem to push gold away from hubs, with the introduction of a recent 5% import duty in the UAE
proving very unpopular and declining its competitive position vis-à-vis South Asia (Nair, 2018).

6.7 Expand and enhance origin verification and due diligence schemes
The Due Diligence Guidance published by the OECD (2016) has been used as a key source by both governing
authorities and companies to base guidelines and due diligence obligations on. These schemes have the potential to
address the pull factor of lacking governance as identified in Chapter 5. Origin verification can be a means to support
hubs willing to transition to stricter governance and integrity regulations without necessarily foregoing business.
Moreover, said schemes can stimulate higher business integrity standards and function as de facto civil society by giving
consumers a clearer voice. Although London, through the UK’s continued adherence to EU regulations 6, is also part of
some of these discussions, this is true to a lesser extent for Dubai and Singapore as we have identified in Chapter 5. Hubs
can even benefit from expanding and encouraging verification schemes. The LME announced in October 2019 an
expanded responsible sourcing mechanism, and similar systems have long existed and been promoted by for instance the
LBMA with

6

At least until the end of the Brexit transition period on 31 December 2020.
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its (2019a) Good Delivery List. Over the past two decades, there has been considerable proliferation of
such mechanisms, including due diligence initiatives from the Dubai Multi Commodities Exchange, such
as the Dubai Good Delivery (DGD) standard (DMCC, 2017).
These initiatives still face various challenges. Several interviewees expressed their skepticism about such
initiatives’ genuineness and credibility, and there is a trust-based element to these initiatives given consumers’
inability to verify these claims. There is also the risk of a negative bias wherein newer entrants in the market (e.g.
refineries in Dubai or Uganda) are automatically held in lower esteem than older established market actors (e.g.
refineries in London or Switzerland). Various measures could be taken to enhance this; hubs should cooperate in
establishing and/or extending internationally acknowledged due diligence schemes for various commodities.
Another option would be for governments to cooperate more closely with OECD guidelines on due diligence, and
through that enhance legislation and obligations for enterprises in their jurisdiction to promote stricter verification
of origin. This, again, could benefit from looking at the Kimberley Process.

6.8 Increase data availability and collection
As this report has outlined in Chapter 2 Methodology and Chapter 5 Pull Factors, a central part of a sustained
effort to curb IFFs in trade hubs is to properly map the exact size and makeup of these flows, without which
policymakers will inevitably to some extent be working in the dark. Consequently, increased availability of data is a
prerequisite. At the moment, there is not enough good data available on trade statistics and customs to start
building a more detailed understanding and a better estimate of the size and makeup of IFFs. This is usually
twofold: on the one hand, many governments, especially in non-OECD countries, do not have sufficient capacity
(or will) to thoroughly monitor trade flows and collect data on them. On the other hand, governments appear
reluctant to share what information they have. These dynamics were also outlined in this report’s short discussion
on methodological challenges. Better policy on IFFs needs better data.
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6.9 Initiate (higher) punitive fines to strengthen enforcement
This policy recommendation cuts across the pull factors of lenient enforcement, inadequacies in
regulations in AML/CTF and the finance sector. An important aspect of curbing IFFs relies on cooperation
from banks, financial institutions, the DNFBP sector and other traders involved in the industry. Aside from
improving the regulatory structures and launching more inspections, an effective measure could be to initiate
higher punitive fines for non-compliant institutions. For instance, Tanzanian mining company Acacia was
fined $190 billion after under-reporting revenues and avoiding taxes, leading to a 14% share drop (Hodgson,
2017). These are serious signals to private actors to take IFFs seriously. The US also started to fine banks for
assisting in the spreading of IFFs, exemplified by a $102 million fine in a money laundering case by Lebanese
banks totaling $480 million UNECA, 2014). This policy option is one of the most common ones offered by
interviewees and is a returning topic in IFF-literature as well. It provides a strong deterrent against noncompliance with the existing legal framework.
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Chapter 7 - Concluding Remarks
The report aimed to identify and examine pull factors for IFFs in prominent commodity trading hubs, and the most
obvious takeaway remains how a lot of the current practices enabling IFFs are not necessarily illegal per se, but
rather thrive in a legally gray zone. The findings in the report raise important questions about the viability of
predominantly nationally organized regulatory systems versus the globally structured commodity trade. The findings
of the study complement those of earlier studies; there is a need for international regulations adapted to today’s
MNEs and their business structure. Adding to this, the findings also illustrate how besides a framework around
trading itself, there is a need for more attention to the enablers surrounding IFFs. While the report offers ten policy
recommendations to the identified challenges, there remain several unanswered questions. Even with stricter
measures in place, curbing IFFs will remain a global challenge. The report attempts to contribute to the
understanding of the intersection between commodity trade, hub regulations, IFFs, and the international economic
system surrounding it. The authors hope that further research can use it as a building block for further research into
this topic, and in particular into the actors, both those directly and indirectly involved, in the field of commodity
trading and IFFs.
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Appendix
Appendix I: Example Interview Question List
● Explanation, introduction
● Oral consent voice recording & only anonymized quotes (depending on circumstances),
written confirmation post-interview
Subject-related:
-

Can you tell us a little bit more on what factors draw [commodity] to be traded in certain
places and not in others?

-

What would have to change in trade hubs for the inflow of illicit [commodity] to be curbed
or stopped?

-

What do you think is the role of intermediaries in the trading patterns of [commodity]?

-

What role do trade hubs play in defining the global pattern of IFFs, in your perspective?

-

To what extent, if at all, do you think hubs’ regulations and pull factors influence illicit
commodity flows, rather than the unregulated environment of certain origin countries?

What are the key factors within these pull factors? What do traders focus on?
-

What would you hypothesize would happen to these IFF patterns if much stronger
regulations came into play in the hubs?

-

[if relevant] How accessible are private individuals in sharing information about their work
within [commodity] sector? What influences this?

-

What policies could trade hubs implement to curb the prevalence of IFFs?

-

What, in your opinion, are key parties and questions in mapping out the patterns, size and
makeup of these flows?

-

Do you have any personal opinions as to the role and capacity of local authorities in these
hubs to curb IFFs?

-

To what extent do you think hubs’ pull factors define IFF patterns, rather than the (lack of)
regulations in origin countries?

[Specific questions dependent on expertise, location, publications, etc.]
Conclude with affirmation on consent & ability to preview document before submission
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Appendix II: Relevant Commodity Trade and IFF Regulations UAE
The list of (federal) regulations is based on the list provided by Federal Decree Law no. (20) of 2018
(President of the UAE, 2018)

● Federal Law no. (6) of 1985 on Islamic Banks, Financial Institutions and
Investment Companies;
● Federal Law no. (4) of 2000 on the Emirates Securities and Commodities
Authority and Market and its amendments;
● Federal Law no. (4) of 2002 on the criminalization of money laundering and
combatting of the financing of terrorism and its amendments;

● Federal Law no. (8) of 2004 on the Financial Free Zones
● Federal Law no. (13) of 2004 on the Supervision of Import/Export and Transit
of Rough Diamonds and its amendments;
● Federal Law no. (6) of 2010 on the Credit Information;
● Federal Law no. (11) of 2015 on the supervision of trading and stamping of
precious metals and stones
● Federal Law no. (7) of 2017 on Tax Procedures
●

Federal Decree-law no. (20) of 2018 on Anti-Money Laundering and Combating the
Financing of Terrorism and Financing of Illegal Organizations
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Appendix III: illustration legally gray zone IFFs related to tax planning
Based on work by Alex Cobham and Petr Janský (2017).
Legal Category

Origin of assets

Behavior type

Result when transferred abroad

Legal

Legally
generated
profits, capital gains
and income

Tax Compliance

Licit: Legally generated, fully tax compliant
and legally transferred assets abroad

Lawful tax avoidance

Illicit? Lawfully tax avoiding assets abroad

Unlawful tax avoidance

Illicit: Legally generated, but unlawfully tax
avoiding assets abroad

Market/regulatory abuse

Illicit: Circumvention of regulations via
hidden (offshore) ownership for unlawfully
earned profit at home/abroad

Illicitly
transferred,
and/or
transferred for illicit purpose

Illicit: Legally generated but violating
regulations for cross-border transactions
such as evading currency controls, or
transferred to fund illegal activities
(including terrorism)

Tax evasion

Illicit: Legally generated, but criminally tax
evading assets abroad

Bribery; Grand corruption; Illicit
enrichment; Embezzlement

Illicit: Corruption-related illegal assets
transferred abroad

Unlawful

Criminal

Proceeds of corruption

Proceeds
of Theft; Extortion; Kidnapping;
theft/related crime
Fraud; Bankruptcy

Illicit:
Theft-related
transferred abroad

Proceeds
markets

Illicit: Illegal assets (from illegal economic
activities)

of

illegal

Drug
trafficking; Counterfeiting;
Firearms trafficking;
Trafficking
in persons; Smuggling of migrants;
Wildlife trafficking

illegal

assets
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